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Page updated on June 30, 2026.  
 
This information notice is published by the company THERAPIXEL pursuant to the 
authorization decision of the National Commission for Information Technology and Civil 
Liberties (CNIL) No. 2026-088 of April 24, 2026. 
  
In accordance with the General Data Protection Regulation (GDPR) and the amended 
French Data Protection Act No. 78-17 of January 6, 1978, the company THERAPIXEL 
informs the public and the individuals concerned about the implementation of a 
processing operation of personal health data as part of the scientific research project 
entitled "KAIROS".  
Given the retrospective nature of the study and the large number of individuals concerned, 
the CNIL has expressly authorized a derogation from the principle of individual 
information, subject to the implementation of appropriate measures, notably the 
publication and online maintenance of this collective information notice throughout the 
entire duration of the processing. 
 

1. Data Controller & Data Protection Officer (DPO) 

Data Controller 

THERAPIXEL SA, SA with a capital of €638,685.20, 
registered with the RCS of Nice under No. 793 920 
521, having its registered office at 455 Promenade 
des Anglais – Porte de l’Arénas, Hall C, 1st floor, 
06200 Nice, France. 

Data Protection Officer (DPO) 

For any question regarding the management of 
your personal data or to exercise your rights, you 
can contact our DPO by email at the following 
address: dpo@therapixel.com. 
 

 

2. Purpose of processing & Legal Basis 

 

THERAPIXEL designs and develops innovative software medical devices to assist in the 

detection of breast cancer through medical imaging (2D and 3D digital 

mammography/tomosynthesis). Within the framework of the KAIROS research project, 

the use of your pseudonymized health data pursues the following purposes:  
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• The development, training, optimization, and validation of an artificial intelligence 

(AI) algorithm intended for predicting the risk of breast cancer within a five-year 

horizon.  

• The overall improvement of the accuracy and efficiency of breast cancer screening 

by adopting a personalized screening approach.  

 

The processing is necessary for the performance of a task carried out in the public interest 

with which the data controller is vested. The public interest of this study was validated by 

the CNIL following a favorable opinion from the Ethics and Scientific Committee for 

Research (CESREES). 

 

3. Categories of data processed 

The data used by THERAPIXEL as part of the KAIROS project are data collected 

retrospectively. They come exclusively from the medical records of patients who have 

undergone medical imaging examinations within partner healthcare institutions and 

radiology centers. These data are strictly limited to the information necessary and relevant 

to the scientific objectives 

 

Categories of data Details of information processed 

Mammography images in DICOM 
format  

Image pixels for image analysis models, DICOM 
metadata that allow interpreting the pixels of 
DICOM images in order to obtain information 
relating to the patient's age and the image 
manufacturer 

Mammography reports 
BI-RADS score, breast density score, patient's 
personal and family history, lesions reported by 
the radiologist 

Biopsy reports 

Biopsy findings (malignant, benign, cancerous), 
location of the biopsied lesion(s), type of 
biopsied lesion (mass, calcification), size of the 
biopsied lesion(s), type of cancer, cancer grade, 
HER2 receptor status 
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No directly identifying data is transmitted to or stored by the company THERAPIXEL. The 

data undergo a strict and irreversible pseudonymization procedure before any transfer or 

technical processing. 

 

4. Data recipients & Transfers outside the European Union 

The pseudonymized data are exclusively intended for the authorized internal departments 

of the data controller, and more particularly for the personnel of the Research and 

Development (R&D) team and the clinical team in charge of the KAIROS project. Certain 

data processors may have secure access to the data for the exclusive purposes of hosting 

or maintaining IT infrastructures. These providers are subject to strict contractual 

obligations of security and confidentiality, and must imperatively be certified Health Data 

Hosts (HDS) in accordance with the provisions of the French Public Health Code. 

 

Transfers outside the EU: Personal data processed as part of the KAIROS project are fully 

retained and hosted within the territory of the European Union. No data transfer to a third 

country or outside the EU is carried out or envisaged. 

 

5. Data retention period 

In accordance with the research protocol and the authorization file validated by the CNIL, 

the pseudonymized data as part of the KAIROS project are securely retained for the entire 

duration of the research project, i.e., 5 years. At the end of the research, the data will be 

subject to secure archiving for a period of 2 years in order to meet regulatory obligations 

for verification, audit, or publication of scientific results. Upon expiration of this 2-year 

period of intermediate archiving, the data will either be securely destroyed or rendered 

completely and irreversibly anonymous. 

 

6. Individuals’ rights and methods of exercise 

In accordance with the GDPR and the French Data Protection Act, individuals whose data 

are reused possess specific rights:  

• Right of access and rectification: right to obtain confirmation that one's data are 

being processed and to obtain a copy or correction thereof from the institution of 

origin.  
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• Right to object: right to object at any time and without reason to the reuse of one's 

data within the framework of this research.  

• Right to restriction of processing: right to request the temporary suspension of the 

processing of one's data. 

 

How to exercise your rights? 

 

As THERAPIXEL does not possess any directly identifying data nor the correspondence 

table allowing the re-identification of the data, it is technically impossible for us to find 

your file directly from your last name or first name. Consequently, to exercise your rights 

effectively, we invite you to contact the doctor, radiology practice, or healthcare institution 

where your examinations were performed directly. This institution will forward your 

request to exercise your right to the data controller using the corresponding 

pseudonymization code, thereby guaranteeing respect for your rights without breaching 

medical confidentiality. 

 

You can also address your request directly to our Data Protection Officer (contact details 

in section 1) by indicating the healthcare institution of origin, so that we can coordinate 

the processing of your request with the latter.  

 

If you believe, after contacting us, that your rights are not respected or that the processing 

of your data does not comply with data protection rules, you have the right to lodge a 

complaint with the National Commission for Information Technology and Civil Liberties 

(CNIL) on the official website of the CNIL: www.cnil.fr. 

http://www.cnil.fr/

